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Our Speakers :

Andrew Tinseth, Senior Director of Internal Audit W estern
Digital Corporation

Topic: “Strategies for Leading Internal Audit within a Multinational
Organization”

Andrew Tinseth is the Senior Director of Internal Audit (Chief Audit Executive) at
Western Digital Corporation (a Fortune 500 hard drive manufacturer with
approximately $8 billion in annual revenues and significant operations across the
globe). He is responsible for leadership of the Internal Audit department including the
traditional audit function (i.e. operational, financial and information technology audits),
Sarbanes Oxley (SOX) compliance and sales channel compliance. He reports to the
Board of Director’'s Audit Committee Chairman and administratively to the Company’s Chief Financial Officer.

Prior to Western Digital, Mr. Tinseth was Vice President of Internal Audit (Chief Audit Executive) for Corinthian
Colleges (a publicly traded for profit education company with approximately $1 billion in annual revenues and
over 120 schools across North America). He has also held a senior Internal Audit management position at
Union Bank of California (subsidiary of the Bank of Tokyo Mitsubishi) and consulted for several Fortune 100
companies while working for Ernst & Young and Deloitte.

Mr. Tinseth is a Certified Public Accountant (CPA) in the State of California and a Certified Information Security
Manager (CISM). He has received a Masters of Business Administration (M.B.A.) and a Bachelor's degree
(B.S.) in Accounting from the University of Southern California (USC).

This presentation will discuss the key challenges in leading an Internal Audit department within a multinational
organization.  Specifically, we will discuss over arching issues of being a Chief Audit Executive, key
considerations of audit within multinational organizations, and issues particular to multinational IT departments.
Finally, we will review strategies to handle the responsibilities and also to augment the span of influence of
Internal Audit within your organization.

Transfers to our

New Members Chapter

Matthew L. MacLachlan Miguel Lopez
Christopher J. Hickson
Mike Vong
Rick R. Briscoe
Chandrasekar Subramanian
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Clint Harris, CISSP, CISM, QSA - Verisign
Topic: PCI Compliance

Clint Harris is a fourteen-year information security veteran and has held leadership

positions within worldwide security and compliance practices such as VeriSign, and

formerly Symantec. Before entering the information security space, he began his

information technology career in Six Sigma Software Development and Quality Assurance

Analysis. CRH is driven, results-oriented and innovative security and compliance

professional with an outstanding history of achievements in directing and strategizing with
heterogeneous teams in complex and dynamic environments, bringing in-depth knowledge, diverse
experience, and expert problem-solving skills that has lead to the successful design, delivery and launch of
various security and compliance services.

Clint is a well-respected IT Governance, Security and Compliance subject matter expert with extensive
experience and diverse expertise in solving complex security and compliance challenges while frequently
enhancing client operational capabilities. He has recently acted as the PCI Program Manager to actively
assess and drive overall compliance throughout the enterprise on behalf of an 8 billion dollar Hotel Resort and
Casino Operator with properties spread across the globe organized as 18 separate entities, each operating
independently with different procedures, standards, and technology portfolios. He has also assisted multiple
Fortune 100 organizations in assessing their overall levels of compliance with PCI, MICS, SOX, and HIPAA, as
well as architecting enterprise remediation programs for heterogeneous teams in complex and diverse
environments. In addition, Clint is an enterprise identity and access management subject matter expert who
has architected multiple enterprise identity and access management programs for Fortune 500 clients.

Mike Beard, PMP - Value Based Project Management LL C
Topic: Project Management Tips & Tools

Mike Beard is the Managing Partner of Value Based Project Management (VBPM). He is a
former Deputy Director PMO/Senior Program Manager serving in diverse industries. He is
a certified Project Management Professional (PMP®) and ITIL V3 Foundation certified.

Mike history with program management and methodologies goes back to 1985. He has a

BS in Professional Aeronautics from Embry-Riddle Aeronautical University, a Certificate in

Project Management from UC Irvine, and is a licensed aviation technician by the Federal
Aviation Administration.

Mike has fifteen years of diverse international management experience in Southeast Asia, including consulting
on the development of an aerospace industry in an Asian country.

He is a contributing writer and member of the Editorial Board for Projects At Work magazine; is on the board of
directors of the Association of Professional Consultants (APC); and former President of PMI’s California Inland
Empire Chapter.

VBPM is located in Orange County, California. VBPM works with diverse large and small companies, and
government entities to reduce or eliminate waste and confusion in projects, programs, and operations to
transform their corporate culture through improved project/program execution building the foundations for:
increased performance; generation of knowledge capital; application of simplified methods and techniques;
and effective resource utilization.

Mike may be contacted through the company web site www.vbpm.org or directly at mikebeard@vbpm.org.
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Julie Lathrop, Executive, Advisory Services - Ernst & Young
Topic: Power Presentations

Julie Lathrop is an executive in Ernst & Young’s Advisory Services practice. Julie possesses

a deep understanding of risk-based advisory services, including enterprise risk assessment,

internal audit, internal controls, contract risk, and finance process improvement projects.

Julie currently serves as the Pacific South West Internal Audit champion; leading various

internal audit initiatives including the firm’s annual Global Internal Audit survey, area Internal

Audit design sessions, and local Internal Audit Executive network events. She has
presented emerging trends in internal audit and internal controls efficiencies, continuous controls monitoring,
eDiscovery, and risk assessment for professional associations and industry groups in Southern California and
Las Vegas. Julie currently serves clients in the technology, manufacturing and oil & gas sectors.

Prior to joining the Advisory Services practice, Julie gained strong project management and leadership skills
during her eight years of financial planning, accounting and operations management experience. She began
her career as a consultant serving clients in the real estate industry.

Leon VI Aillaud, Manager of IT Audit, Americas — Av  ery Dennison
Topic: Auditing Wireless Networks

Leon VI Aillaud is Manager of IT Audit, Americas with Avery Dennison Corporation, a fortune
300 company specializing in pressure-sensitive technology, self-adhesive base materials and
self-adhesive consumer and office products. In his current role, he is responsible for all IT
audits and IT support to integrated audits in North and South America. Leon has more than
eight years experience in Information Technology (IT) consulting including IT audit and
operations, Security, Wireless Networks and System Development & Implementation. Prior
to joining Avery Dennison, Leon spent four years as IT Consulting Firm, where he managed
the IT operations teams and successfully deployed numerous Wireless Networks in various environments, for
clients ranging from startup companies to Fortune 500 companies located in throughout Mexico and the US.
Leon is a Certified Information System Auditor (CISA) and holds a MS in Wireless Communication.

This presentation will include an Overview of Wireless and Wireless Security, Issues with Wireless, Tools for
Auditing Wireless Networks, best practices.

Agnel Kagoo, Senior Manager, KPMG LLP IT Advisory
Topic: How to Audit an ERP Implementation

Mr. Agnel Kagoo is a senior manager in KPMG Orange County’s IT Advisory Services
practice with over 16 years of experience in ERP and other Business Critical Applications as
well as the various technologies supporting them. He has led a number of successful
business system implementations for multi-national companies. He has assisted multiple
software selection and ERP implementation strategy initiatives. Over the past 7 years he has
worked extensively with Oracle e-Business Suite. Agnel has also worked with leading
complimentary 3rd party products to provide a sustainable governance, risk, and compliance platform. He has
played a key role in the compliance initiatives of organizations and assisted in defining solutions to achieve
compliance. He is also experienced in software development, database administration and capacity planning.
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Happy New Year!

Despite the economic crisis we are determined to have a great 2009. We will
continue to help you sharpen your technical skills, maintain your certifications and
build your professional relationships. To that end we have a series of events
planned in 2009 that will contribute to the achievement of these goals.

Feb 3" The ISACA Orange County Chapter will host the annual All Day Training
Event at the Turnip Rose in Orange. This year we will focus on technical and soft
skills that are necessary to move further in your career. It is a great opportunity
to earn 8 CPE units at an unbeatable price. Remember that pre-payment is
required for this event and you must rsvp via registration@isacaoc.org. See
details in the next couple of pages.

March 11™ is career night! If you are interested in hiring from one of the local campuses or perhaps may be
interested in an experienced hire, then please join us. We are looking for recruiters to setup their booths and
share job opportunities in IT governance, IT audit, consulting, etc. We welcome internships, part time and
full time opportunities. For all details, please contact Sal Sarabosing, Corporate Sponsorship Chair at
(949)351-7415 or email me directly at president@isacaoc.org.

If you are not a recruiter but would like to attend career night, please make sure you RSVP as soon as
possible. Thanks to the support of our Corporate Sponsors and USC Marshall School of Business Alumni
Association. We will make this event free of charge to the first 120 registered attendees. See page 14 for
more information.

I hope that together we can face up any challenges. Remember that all one needs is a winning attitude and
determination to succeed. As a professor of mine once said “Your attitude determines your latitude” | think

this is absolutely true.
Y Orange County Chapter Event Calendar
(Mark your calendars, more information will be posted in future newsletters

. and on the web site.
You can make a difference! )

Date Type Location
Best Feb 3 All Day Training Event Turnip Rose
Lun_ch - Auditing Network Double Tree Club
Mar 3 Perimeter Security

USC OC Campus
Patty Schell, CPA, CISA Mar 11 Dinner —Career Night 2300 Michelson Drive, Irvine
ISACA Orange County, President

A Dinner — Regular Turnip Rose
pr7 S .
Nominations Begin
Lunch
May 5 Nominations are Double Tree Club
Announced
May 16 Dinner - Annual Social TBD
Jun 2 Dinner - Elections Turnip Rose
January 17, 2009 Page 5
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Introduction (HR), Public Relations (PR) and the be conducted from within and
Companies are challenged to prevent general user “commun,i’ty. Hence, _it is outs_ide the organization’s network.
and effectively respond to IT security more of a “program than it is a Subj_ect matter resources can be
incidents not only to meet privacy standalone “plan.” An organization obtained from_ e>_<terna|
related regulatory requirements but should haye a systematic and vendors/con.tractors.lft.hese skill sets
also to uphold brand and reputation. comprehensive plan to sustain its IT are not available within the Internal
Organizations and their Information environment  against  IT  security Audit department.
Security functions can implement incidents and to stop an incident in its b) Incident  response  program
numerous preventive and detective tracks before its impact has fully review. This is a review of the
controls to lower the number of materialized. adequacy of people, processes and
security incidents; however, not all technology which relate to an
security incidents can be prevented. A This article discusses the role of organization’s capabilities to
single IT security incident can result in Internal Audit in helping an organization respond to incidents such as
significant regulatory penalties, legal achieve an effective level of incident staffing, skill sets, user education,
costs and brand damage to a response capabilities. configuration ~ management and
company if it is unprepared and does monitoring tools (e.g., intrusion
not have a robust incident response detection systems). The following
program. This is especially true if Role of Internal Audit are two industry frameworks that can
there is confidential data involved, So what can Internal Audit do to help? be leveraged to perform this type of
where millions of dollars could be Internal Audit’s role in the achieving an an assessment:
spent in investigations, notifications effective Incident Response program C) NIST SP-800-61 Computer Security
and dealing with a public relations within an organization is to perform an Incident Handling Guide; and
nightmare. In extreme cases, an IT independent assessment of its incident d) Camegie Mellon Handbook for
security incident may cause a response capabilities and to provide Combuter Securit Incident
business to cease to exist. The Global recommendations to achieve a h|gher Res %nse Teams (CSIyRTS)
Information Security Survey level of maturity. .p )
performed by Emst & Young, which Key questions to be addressed:
surveyed nearly 1,400  senior « How effective were our current

executives in more than 50 countries,
showed that most believe a security
incident would have a greater impact
on reputation and brand than on
revenues, with 85% of respondents
citing damage to reputation and brand
as significant, compared with 72% for
loss of revenues.

In addition, as organizations become
more and more IT dependent (e.g.,
increase use of online services,
electronic payments and mobile
computing devices), the price of not
having incident response capabilities

increases. It is too late when an
organization scrambles to pull
together a response plan in the

middle of an incident. To develop an
effective incident response program
there must be sufficient buy-in from
various parts of the organization

We have decomposed the overall
lifecycle into three stages - Assess,
Improve and Monitor, and described
how Internal Audit plays a role in each
of these three stages.

1. Assess

This stage starts with assessing the
current state of incident response and

identifying areas  which  require
improvement. Internal Audit plays a
significant role in this stage by

performing an independent audit of the
organization’s incident response
capabilities. Typically, the driver of such
an audit is through the Internal Audit
department’s risk assessment process,
where IT security incidents are
identified as areas of high risk to the
organization.

The audit can be performed through a
combination of the following:

processes against incidents simulated
during the attack and penetration
testing? Describe a high-level timeline
of the incident response activity and
identify areas where things could have
been done better.

How well was our most critical
information protected against data
breaches both from inside and outside
the organization?

How mature were the incident
response capabilities from a people,
process and technology standpoint?
Are our tools adequately configured
and tuned to be able to detect
incidents? Are our personnel/outside
service provider adequately trained to
respond effectively to an incident?
How well are lessons learned from
incidents incorporated into the overall
IT environment?

including executives-level a)  Simulatin IT securit

stakeholders, Internal Audit, ) incidentsgthrough attack andy 2. Improve

Infor_mation _ Security,  third-party penetration tests . This should Once the Assess stage is complete,
service providers, Human Resources Internal  Audit will then  develop
January 17, 2009 Page 6
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recommendations on how to remedy
any gaps and jointly develop
remediation action plans with IT and
Information Security. Internal Audit, IT
and Information Security should also
perform a root-cause analysis of any
vulnerability which was successfully
exploited. The next step is to prioritize
efforts to remedy the root causes in
areas that have the highest risk of
business impact (e.g., sensitivity of
information breached, potential
downtime, brand and reputation
damage).

Key questions to be asked:

How should we prioritize efforts
based on the most imminent and
severe threats? Where is the
“low-hanging fruit?” What
additional tools need to be
implemented? Are there any
processes which need to be
implemented or reinforced? What
timelines are reasonable for
remediation efforts weighing in
risk and costs?

What are the real root causes of
any findings observed during the
assessment? (See below for
some common root causes.)

What overlapping objectives
between compliance and
improving security posture can be
achieved?

Which stakeholders need to be
involved?

Common Root Causes of IT Security

Incidents

The following are a number of

common root causes which lead to IT

security incidents.
a) Lack of User Awareness
People are most commonly the
weakest link to achieving an
effective level of security. Many
successful  exploits can  be
prevented with user awareness of
simple IT Security leading practices
and policies. A case-in-point is
laptop theft. Users should be
trained on the leading practices of
securing laptops such as using
cable locks and not storing them in
a parked vehicle for extended
periods of time.

b) Poor Configuration Management
Poor configuration management is
another root cause for many security
incidents. Systems that have been
left as the default “out-of-box”

configurations (i.e., default
passwords) are “sitting ducks” for
malicious individuals. Security

configurations of systems should be
audited against leading practices to
reduce the likelihood of successful
security incidents. Ideally, there
should be a combination of
processes and tools to continuously
monitor hosts for non-compliant
configurations and to enforce
organizational standards.

c) Poor Identity Management

Poor identity management can lead
to many instances of inappropriate
access which may be exploited to
gain elevated and unauthorized
access. One example is terminated
users still have active/orphaned
accounts on servers and other
network resources months after the
users have been terminated. Another
example is user accounts which have
been provisioned with excessive
entittements. Accounts from both
these examples could lead to IT
security incidents, including data
breaches, both intentional and
unintentional. ldentity and Access
management solutions can enhance
the overall security posture of an IT
environment by providing timely and
accurate provisioning and de-
provisioning of user accounts.

d) Unnecessary Data Retention

Often times, there are many
occurrences of sensitive information
(e.g., Social Security Numbers, credit
card information and other forms of
Personally Identifiable Information
(PII)) on the network which no longer
have a need to be retained. Failure to
remove this information may result in
exposing the organization to
unnecessary risk. This is often
“residual” sensitive information in
forms such as standalone databases,
email attachments and standalone
file shares which are easily
overlooked. If the information was not

retained, even if a malicious individual
was able to penetrate the network, there
is a reduced risk of the individual
discovering information that is of value.

3. Monitor

The third is the Monitor stage. This stage
consists of ongoing activities to sustain an
effective level of incident response
capabilities. During this stage Internal Audit
should continue to work closely with
Information Security and IT to continually
monitor evolving threats and tweak the
organization's tools and processes as
necessary. In addition, ways to streamline
and automate some incident response
efforts can be explored.

Key questions to be asked:

How has the threat landscape changed
since the last assessment was
performed? Are the current capabilities
still effective in defending against
current vulnerabilities?

How can we streamline our incident
response capabilities? Does it make
sense to outsource some routine
operations to a Managed Security
Service Provider (MSSP)?

How do Information Security metrics
compare to a previous period? Have
action plans from the initial
assessment been remediated? Does it
make sense to perform another
complete assessment of the Incident
Response program?

Conclusion

The importance of an effective incident
response program cannot be understated.
It can be extremely costly to an
organization for not having a systematic
plan when a major security incident occurs.
An effective incident response program
must involve stakeholders from across the
organization. In addition, it needs to be
continually —assessed, improved and
monitored to defend against emerging
threats. Internal Audit can play the role of
an independent assessor to identify any
gaps in the organization’s incident
response program which may cause an
imminent and considerable risk to its
business.

January 17, 2009
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Dear Orange County Member

In today’s competitive business environment, mainta ining your connections
to a global network of knowledge is vital to succes S.

Renew now to avoid any lapse in benefits!

As a valued ISACA member, we are taking this opportunity to communicate with you just prior to printing and mailing second
invoices. In the interest of using your membership dollars wisely and to avoid postage and processing fees, we encourage you if
you have not already done so to renew your membership online before 15 January 2009. Here’s how:

Login to the ISACA web site  with your personal credentials at www.isaca.org. (Please do not create an online record for
yourself — you have an existing account. Your member number is 260884.)

Select “My Renewals” in the left-hand navigation panel and complete the four-step renewal process.

For answers to common renewal questions, see the FAQs listed at the bottom of this e-mail.

As a member, you are entitled to exclusive benefits including:

Opportunities to earn free or discounted continuing professional education (CPE) credits
Peer knowledge exchanges through discussion forums, an online knowledge network and listservs

Free do%)/vnloads of publications and frameworks including Control Objectives for Information and related Technology
(COBIT®)

Discounts on peer-reviewed publications and subscriptions to periodicals essential to your profession

And more...

For a detailed description of benéefits, visit www.isaca.org/benefits

ISACA is continually striving to provide you with the leading-edge products and services you need to be successful. By renewing
today, you will be assured of continued access to your member benefits and the professional support that an ISACA membership
offers. Thank you for your membership. We look forward to serving your professional needs for many years to come. (Please note:
If you mailed your membership renewal to ISACA within the last several weeks, please DISREGARD this renewal request, as it is
likely that your renewal payment and paperwork has not yet reached us, but please accept our thanks for renewing.)

Frequently Asked Questions and Answers:

Q. I need a receipt — can | obtain one online?

A. Yes, but only if you paid online via the web site. Login at www.isaca.org, In the left-hand navigational panel, click on “My Order
History” where you can print a receipt for any recent online ISACA payment. In addition, all renewing members will receive a
printed receipt and updated membership card in the mail after your payment has been processed.

Q. I need an invoice that reflects the payments due — can | obtain one online?

A. Yes! Go through the online renewal process. Then, on the payment screen, select "check” instead of providing a credit card.
After clicking the “Submit” button you will be able to print the order/invoice which indicates the payments due.

Q. Where can | get assistance if | have forgotten my login credentials?

A. www.isaca.org/login

Q. How can | determine if my membership has been renewed?

A. Login at www.isaca.org, In the middle of the screen is your “Paid Through” date.

January 17, 2009 Page 8
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JOB DESCRIPTION

Position Title: IT Audit Manager
Position Reports to: Director
Division/Department: Internal Audit
Location: Orange, CA

POSITION RESPONSIBILITIES AND OBJECTIVES

Interface with company, business management, IT management and staff, external auditor and 1A
management to define the audit universe and the scope of IT audit and Sarbanes-Oxley compliance.
Perform and maintain a risk assessment process and database so as to establish priorities of IT
audit/Sarbanes-Oxley work and determine appropriate audit review scope and frequency.
Plan, supervise and conduct IT audits/Sarbanes-Oxley testing to evaluate adequacy of controls and
procedures and compliance with policies, procedures and best practices. Audit/testing might include:

IT infrastructure security (operating systems, networks, LAN's, firewalls, etc.)

data center audits,

system application access security reviews,

general and application control reviews,

pre-implementation system development process reviews,

post-implementation system reviews and

coordinated audits with financial and operational auditors.
Provide technical guidance and advice to BACG management regarding technology tools to assist in
conduct of department’s operational and financial audits.
Provide support to financial and operational audits with computer assisted audit tools (CAATS), e.g. ACL
data analysis, data inquiries and statistical sampling.
Provide IT audit assistance and support to external auditors as part of coordinated audit effort.
Prepare and review audit work papers that document work performed, audit findings and recommendations
for improvements to business processes, procedures and controls.
Prepare and review audit findings and reports to communicate the results of audits to company
management and provide management with objective analysis and practical recommendations for
improvements.
Stay current on developments in auditing, information systems, security, fraud detection concepts and
emerging issues.
Be a team player capable and willing to train and share knowledge with others.

POSITION REQUIREMENTS

Bachelor's degree in MIS, Accounting, Business, Finance or related field with emphasis on Information
Systems.

A minimum of 5 years of IT audit experience

Certification as CISA, CIA, CMA or CPA is a plus.

Comprehensive knowledge of business processes, computer systems, IT networks, data centers, IT
general and application information processing security and control concepts.

Familiarity with audits of PeopleSoft ERP system is a plus.

Knowledge and experience with Sarbanes Oxley 404 control documentation and testing is a plus.
Working knowledge of Audit Command Language (ACL) data analysis tool.

Excellent interpersonal skills and written and verbal communication skills.

Strong analytical and problem solving ability.

Able to travel as necessary (estimated 30% maximum).

Contact: Sandra Alamo
SAlamo@Volt.com

January 17, 2009
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JOB DESCRIPTION

Position Title: IT Senior Auditor

Position Reports to: Manager

Division/Department: Business Assurance and Consult ing Group
Location: Orange, CA

POSITION RESPONSIBILITIES AND OBJECTIVES

Plan, supervise and conduct IT audit reviews to evaluate adequacy of controls and procedures and
compliance with policies, procedures and best practices. IT audit projects might include:

IT infrastructure security (operating systems, networks, LAN's, firewalls, etc.)

data center audits,

system application access security reviews,

general and application control reviews,

pre-implementation system development process reviews,

post-implementation system reviews and

coordinated audits with financial and operational auditors.
Provide technical guidance and advice to BACG management regarding technology tools to assist in
conduct of department’s operational and financial audits.
Provide support to financial and operational audits with computer assisted audit tools (CAATS), e.g. ACL
data analysis, data inquiries and statistical sampling.
Provide IT audit assistance and support to external auditors as part of coordinated audit effort.

Prepare and review audit work papers that document work performed, audit findings and recommendations

for improvements to business processes, procedures and controls.

Prepare and review audit findings and reports to communicate the results of audits to company
management and provide management with objective analysis and practical recommendations for
improvements.

Stay current on developments in auditing, information systems, security, fraud detection concepts and
emerging issues.

Be a team player capable and willing to train and share knowledge with others.

POSITION REQUIREMENTS

Bachelor's degree in MIS, Accounting, Business, Finance or related field with emphasis on Information
Systems.

A minimum of 3 years IT audit experience

Certification as CISA, CIA, CMA or CPA, or candidate is a plus.

Comprehensive knowledge of business processes, computer systems, IT networks, data centers, IT
general and application information processing security and control concepts.

Familiarity with audits of PeopleSoft ERP system is a plus.

Knowledge and experience with Sarbanes Oxley 404 control documentation and testing is a plus.
Working knowledge of Audit Command Language (ACL) data analysis tool.

Excellent interpersonal skills and written and verbal communication skills.

Strong analytical and problem solving ability

Able to travel as necessary (estimated 30% maximum).

Contact: Sandra Alamo
SAlamo@Volt.com

January 17, 2009
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Beckman Coulter
Senior Auditor — Fullerton

48483 SENIOR IT AUDITOR
Location: 4300 N. Harbor Blvd
Fullerton, California 92835

Beckman Coulter develops, manufactures and markets products that simplify, automate and innovate complex
biomedical testing. Our diagnostic systems are found in hospitals and other critical care settings around the world and
produce information used by physicians to diagnose disease, make treatment decisions and monitor patients.
Instruments for life science research are used by scientists as they study complex biological problems including the
causes of disease, identify new therapies, and test new drugs. Our customers include hospitals, physicians' offices,
diagnostic reference laboratories, pharmaceutical and biotechnology companies, universities, medical schools and
research institutions. In fact, Beckman Coulter has more than 200,000 clinical and research instrument systems
operating in laboratories around the world.

Over the years, our ability to impact biomedical testing has increased by focusing on products, lab processes, service
and people. The contributions of our talented employees make our success possible. You can become part of Beckman
Coulter's team by bringing your special skills to our diverse business. We offer opportunities for every employee to make
an impact at Beckman Coulter, and on the health of people worldwide through our products which support advances in
patient care.

Range of Responsibility: The SENIOR IT AUDITOR performs complex level professional internal auditing work.
Work involves conducting Information Technology (IT)-related audit projects; providing consulting services to the
organization’s management and staff; and providing training and coaching to other IAS members/Exchange Analysts.

Candidates should plan to spend two to four years in internal audit before rotating into another area of Beckman Coulter.

Other essential duties include, but are not limited to:

« Builds and performs audit procedures, including identifying and defining issues, developing criteria, reviewing and
analyzing evidence, and documenting client processes and procedures.

« Conducts interviews, reviews documents, compose summary memos, and prepares working papers.

« Identifies, develops, and documents audit issues and recommendations using independent judgment concerning areas
being reviewed.

« Communicates or assists in communicating the results of audit and consulting projects via written reports and oral
presentations to management.

« Develops and maintains productive client and staff relationships through individual contacts and group meetings.

« Pursues professional development opportunities, including external and internal training and professional association
memberships, and shares information gained with co-workers.

« Assists Internal Audit Staff by providing necessary training, coaching and guidance.

« Performs related work as assigned by audit management.

MINIMUM QUALIFICATIONS Education and Experience: » Undergraduate degree, with emphasis in Information
Technology or other related field. « Three to seven years of Information Technology Auditing, Information Technology
consulting, general Information Technology experience and/or Public Accounting experience (Big 4 preferred).

« Position is not eligible for relocation. Travel approximately 30%. Bachelor's Degree in Business Administration with a
major in Finance or Accounting. Master's Degree in Business Administration, professional certification (CPA/CIA), and a
second language are highly desirable.

If you believe your education and experience are in line with the position description and qualifications referred to above,
and are motivated, energetic, and looking for a new and exciting opportunity, please submit your resume online at
www.beckmancoulter.com.

January 17, 2009 Page 12
Visit our website at www.isacaoc.org



936:

%

$ll

y#"

" (#&%- *# %. "%

With the struggling economy and the weakened job market, the Board of Directors of ISACA OC Chapter
has decided to offer free job posting to any company looking for IT audit and control professionals. In the
past, the chapter charges $120 for job postings for companies that are not a member of ISACA OC Chapter.
From now on until further notice, the fee will be waived, regardless of whether the company is a member.
So if your company has open positions, tell your recruiting department about the free posting at InfOrange

[ 10"%*%1" (" "$

We are very excited to inform you that ISACA Los Angeles will be hosting COBIT Steering Committee members
(the brains behind COBIT development) who are flying in from around the world.

Excited? Can't wait? Hurry up sign up using the link below!
To Register: Go to http://www.isacala.org/cobituser/

Q1 2009 - COBIT User Group Meeti ng CPE: 2 hrs

Date: Thursday January 22, 2009.

Time: 5:30pm to 7:30pm Speaker: Rob Stroud, COBIT Steering Committee

Chair

Location: Host by Ernst & Young
725 S. Figueroa St. Topic: Presentation - Does Governance Simply
3rd Floor, Room R306C Mean Killing Innovation? Facilitated User
Los Angeles, CA Session - Challenges and Successes in

adopting COBIT
Cost: Complimentary/FREE and dinner is
included (must pre-register and
bring ID for admittance). However,
parking costs will not be covered.

Management is telling us to implement governance at the same time innovation is critical to our business success.
How do we balance these two apparently diametrically opposed directives and keep our sanity and more
importantly, job? Robert Stroud, the Chair of the COBIT Steering Committee and the Service Management and
Governance Evangelist at CA will discuss the challenges and successes in getting balance in your governance
endeavors.

This is an opportunity for COBIT users and IT Governance professionals to meet the COBIT Steering Committee to
discuss challenges and successes in adopting and implementing COBIT. Discussion can include selling a
governance framework such as COBIT to senior management, the benefits of COBIT, how COBIT can be utilized
(including globally), using COBIT with other frameworks (ITIL, ISO, PMBOK etc), tools and enablers that are
available etc. Discussion topics will be driven by the interest of the user group.

Members of the CobiT Steering Committee will be attending this meeting to address your questions and share best
practices globally.

Questions:
COBIT@isacala.org

January 17, 2009 Page 13
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University of Southern California Cal Poly Pomona Chapman University
Cal State Fullerton University of California Irvine Cal State Long Beach

RSVP to reqistration@isacaoc.orq _ by Friday March 6, 2009.
Include your full name, school, major, and expected graduation date.
D $ # # 5 * " -

FREE to Students & ISACA OC Members:
Food & Refreshments

Schedule
6:00 p.m. — 7:00 pm. - Meet & Greet (Corporate Boot hs Open)
7:00 p.m. — 8:00 pm. - “Resume Interview Tips & Guid elines for Success” by Ernst & Young LLP

8:00 p.m. — 9:00 p.m. - “Careers in IT Auditing and  Consulting” (Including PriceWaterhouseCoopers,
Deloitte and Avery Dennison)

For further information please contact:

(Students & Members) Eru Egbuwoku (Sponsors) Salvador Sarabosing
student@isacaoc.org corp@isacaoc.org
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An excerpt from the...

Conference Spotlight

IT Audit Management Forum Europe

19-20 March 2009

Frankfurt, Germany

Now in its second year, the IT Audit Management Forum Europe
addresses IT audit issues, concerns, approaches, frameworks and
industry-accepted practices. The forum features a keynote address
from a respected industry leader, a series of networking events and
panel discussions with subject matter experts. For more information
and to register, please visit www.isaca.org/managementforums.

Future Conferences and Training Weeks

Upcoming events are noted in the Calendar of Events. Other future

events to keep in mind include:

- 6-10 April 2009—I SACA® Training Week, Nashville, Tennessee,
USA

3-7 Ma%/ 2009—North America Computer Audit, Control and Security

(CACS™), Orlando, Florida, USA

18-22 May 2009—ISACA Training Week, Denver, Colorado, USA

Calendar of Events

Certification Update
November Certifications

In November 2008, 418 CISA, 117
CISM and 166 CGEIT candidates
awarded certification.

were

Annual Certification Renewals

The annual certification renewal

deadline is 15 January 2009.

Renewal includes both reporting the — T ™
required CPE hours and paying the CERTIFIED INTHE GOVERNANCE
annual maintenance fee. Those who have not completed this
process should log in with their personalized credentials at
www.isaca.org and go to My Renewals. From there, they may
follow the prompts to renew.

Exam Feedback

For those who were present at December exam sites, ISACA
would appreciate any feedback (positive or negative) regarding
the exam’s administration. Please send comments to the
certification department at exam@isaca.org.

December 2008 Exam Results

Exam results from the 13 December 2008 exam administration
will be released approximately eight weeks from the date of the
exam. They will be released to all candidates in a letter sent via
postal mail, and a one-time e-mail notification will be sent to fully
paid candidates who so consented on the registration form. To

Dates of conferences/events are indicated in RED; other dates

and deadlines are indicated in BLACK.

February

11 February ................ Early-bird registration deadline for the
June 2009 CISA, CISM and CGEIT
exams

23-24 February... ....... Asia-Pacific CACS conference
Kyoto, Japan

25 February ................ Early-bird registration deadline for
North America CACS conference,
Orlando, Florida, USA

March

2-6 March.........cccuueee. ISACA Training Week , Houston,
Texas, USA

AMarch....cccocoveeeenenne Early-bird registration deadline for the
ISACA Training Week, Denver,
Colorado, USA

11 March......cccceveeenee. Deadline for contributions to April's
CosIT Focus

13-18 March................ Euro CACS M Conference , Frankfurt,
Germany

19-20 March................ IT Audit Management Forum
(Europe) , Frankfurt, Germany

23 March.......ccccovnueee. Deadline for contributions to volume 4,
2009, of ISACA Journal

30-31 March................ Information Security Conference

(Latin America) , Bogota, Colombia

ensure the confidentiality of scores, exam results will not be
reported by telephone, fax or e-mail (other than the one-time
notification e-mail).

To ensure receipt of these documents, candidates should
ensure that their profile is up to date. To prevent the e-mail
notification from being blocked or sent to a spam folder,
candidates should add exam@isaca.org to their address
book or safe-senders list.

Once available, candidates will also be able to view their
exam score at www.isaca.org using their login credentials
and password.

January 17, 2009
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June 2009 Exam Registration

Registration for the 13 June 2009 exams is now open. To
register, please visit www.isaca.org/examreg. To view additional
exam details, please visit www.isaca.org/cisaboi,
www.isaca.org/cismboi or www.isaca.org/cgeitboi.

The early registration deadline is 11 February 2009. The final
registration deadline is 8 April 2009.

Research Update

Risk IT

This IT enterprise risk management framework provides the
missing link between enterprise risk management and IT
management and control. It fits seamlessly into ITGI's IT
governance framework and builds on all existing risk-related
components within current frameworks, i.e., Control Objectives
for Information and related Technology (COBIT®) and Val IT. The
framework allows business managers to assess IT controls for
deficiencies and business risks. An exposure draft will be
posted for comments at www.isaca.org later this month.

Defining Information Security Management
Position Requirements: Guidance for Executives
and Managers

This publication presents the general attributes of the

information security manager role, function and career path. It

is a practical guide defining essential attributes of the
information security manager. This guidance can be tailored
to the specific requirements of an enterprise, based on size,
scale, nature, resources, position level and complexity. It is
available as a complimentary PDF at
www.isaca.org/downloads.

Recent and Upcoming ISACA/ITGI Releases
An Executive View IT of Governance (available soon)

- IT Governance Roundtable: Defining IT Governance (now
available)

- IT Governance Roundtable: Value Delivery (now
available)

. CoBIT® User Guide for Service Managers (available soon)

-

Member Benefit of the Month:
ISACA e-Symposium

educational webcasts to update members on current i

webcasts and on-demand access to the e-symposia. To particip

Kpresentation .

- ISACA offers an e-Symposium each month and periodic
trends. Check the web site at www.isaca.org/webcasts for the latest

e-Symposium, please visit http://isaca.brighttalk.com. These live events are
archived and available within 72 hours of the completion of the live

~

ssues and

ate in alive

y

Wednesday, March 11, 2009

ISACA Orange County Chapter & USC Marshall School o
Business Alumni Association

|
registration@isacaoc.org
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THE ORANGE COUNTY CHAPTER OF THE INFORMATION SYSTEMS AUDIT AND CONTROL ASSOCIATION

TUESDAY, FEBRUARY 3,2009
ALL DAY TRAINING EVENT (8 CPES)

8:30AM - 5:30PM (CHECK -IN AT 8:00AM)
Breakfast, Lunch & Materials included

Seminar Fees: $115 members and $135 non-members
Make checks payable to Orange County Chapter ISACA

To register for this meeting, please send an email to reqistration@isacaoc.org with the date of the event as the
subject. Please include your first and last name, organization, and job title information in the email
Please mail your registration fees to:

ISACA — Orange County
C/O David Barton

611 Anton Blvd. Suite 110
Irvine, CA 92626

Registration Deadline is January 25, 2009
Preregistration is required. We regret we cannota  ccept credit card or late payments.

Directions to The Turnip Rose/Orange County Chapter Meeting:
From the South OC. Take I-5 N towards Los Angels. Take the CHAPMAN AVE
exit. (The CHAPMAN near Anaheim Stadium, not the one in Fullerton!!) Turn right
on CHAPMAN AVE. Turn RIGHT onto S FLOWER ST.
Orange County Conference Center From Los Angeles. Take I-5 S towards Santa Ana. Take the THE CITY DR (Exit
300 South Flower Street 107C) exit towards STATE COLLEGE BLVD. Turn RIGHT onto the City Drive
City of Orange, CA 92868 South. Turn LEFT onto W CHAPMAN AVE. Turn RIGHT onto S FLOWER ST.
(714) 978'702_1 Go down a few blocks to the Orange County Conference Center on the right. The
4.00pm Presentation Turnip Rose is the name of the meeting room facility (the food is great!) There is
6:00 Dinner and Chapter Meeting plenty of parking at the rear of the complex.
January 17, 2009 Page 17
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