—HSACA

Serving IT Governance Professionals

Orange County Chapter

INFORANGE

THE NEWSLETTER OF THE ORANGE COUNTY CHAPTER

INFORMATION SYSTEMSAUDIT AND CONTROLASSOCIATION

Topic : Continuous Controls Monitoring In this issue ...
Continuous Controls Monitoring (CCM) has emerged as a hot topic

for companies that are thinking differently about how to manage

their costs, while gaining efficiencies and creating additional value "HS %
though their audit and compliance efforts. Companies are realizing &# (& "

the benefits of leveraging the use of technology to perform more- .
frequent control monitoring, obtain broader coverage and identify ) & & &
control exceptions that warrant review. Over the past several "#+, &
years, software vendors have responded by focusing a lot of
attention on developing technologies to address the market
demands for CCM. This session will provide an overview of CCM, "ok g
discuss benefits of implementing CCM, and provide practical
examples of what can be monitored using CCM.
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Our Speaker: Peter Marinic, Ernst & [ A

Young LLP

Senior Manager " HH#H&

Pete is a Certified Internal Auditor and Senior /6 6 ag#
Manager with Ernst & Young's Advisory ‘
Services practice in Los Angeles with more #o&*" ##
than seven years of experience in internal D@ o

. . H# | # FH #
audit. Throughout his career, Pete has had the K & 0 &
opportunity to manage several projects that

_ Iever:_ige_d the use of (_jata analytics and We will be meeting at the Hilton
continuous controls monitoring (CCM) strategies. He used these . .
technigues to conduct a more effective audit resulting in broader Suites in Orange at Noon
testing coverage and a more comprehensive and targeted review Check in begins at 11:30 AM
for control exceptions. In his current role at Ernst & Young, Pete
serves as a subject matter resource on the emerging topic of CCM. To register for this meeting, please send
He has assisted clients with evaluating their control environment an email to registration@isacaoc.orgq
for readiness to implement and perform continuous monitoring of with the date of the event as the subject.
segregation of duties, configurable controls, and master file and Please include your first and last name,
transaction data. organization, and member number in the

email.
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Dear Members:

This year’'s President’'s Council Meeting (PCM) conference which gathered leaders from all
ISACA Chapters in the West Coast was held in beautiful Victoria, Canada. Kent Kieffer (Vice
President), Jason James (Membership Director), and | proudly represented the Orange County
Chapter. All of the Chapter leaders had an opportunity to hear about ISACA International’s
initiatives, discuss Chapter administration challenges, and share in best practices. Through this
forum ISACA International works with the Chapters to help find solutions that can improve
member benefits and administrative functions.

We learned that our Chapter is ahead of other Chapters in many areas, such as, program
planning, elections process, retention initiatives, CISA review course, student and academic relations and use of
sponsorship to promote and deliver reasonably priced educational programs. We also learned about what other
Chapters have done to automate the registration process, update their bylaws, and launch innovative marketing
strategies. Kent, Jason, and | are now strategizing how we could implement some of these ideas in our Chapter. The
PCM was a great place to renew our commitment to continue to make our Orange Chapter bigger, better and stronger.

This past month | received many phone calls from
members in our Chapter whose certifications and CPEs
are being audited. These individuals were frantically,
trying to figure out their CPE hours and were wondering if
we could help. Traditionally we have maintained only
manual records of attendance which may or may not
have been kept over time. Thus, as much as we wanted

New Members

to help it was difficult to assist these individuals. As you lga?:ilc(lflzzzgf Transfers to our
kno_w, each member is respon_3|ble for retaining proof of KhistiarltHermahseh Chapter
their CPE records. However, in an effort to extend more Omar Amin !
benefits to you and while the burden of proof will continue Thomas Angeles Donald L Bailey
to be the responsibility of each member, we will now Russell Lewis Ricardo | Pulido
institute a process to maintain attendance manually and Alec Lu RocDIen.cgg.Chl:rry
electronically. Our goal is to give you an annual report Rajendra Kasturi Ke?t\;: Shg?tes
that can summarize the CPE units you receive through John Karp, CISSP Mkt e 65

Kevin Wool-Smith
Sreelatha Vijayalakshmi
Roy Hegge

us.

Let us know if you would like to be involved in our
upcoming events and activities. We could always use
help and volunteers who want to give back to our
profession.

Susan Campbell
Juanita R Dawson
Jason Dovetko
Pascale Dangvu
Samuel Yu

Best, Viqleta A Shay
Mike Burgess
Patty Schell Idin Tjoarman

ISACA Orange County, President
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Computer Humor Orange County Chapter Event Calendar
(Mark your calendars, more information will be posted in future
newsletters and on the web site.)

In the beginning, God created the bit. And the bit was a zero. Date Type/Speaker Location
On the first day, he toggled the 0 to 1, and the Universe was. (In i
those days, bootstrap loaders were simple, and "active low" Oct7 Lunch — Peter Marinic, EY ; ]
signals didn't yet exist.) Continuous Controls Monitoring Hilton Suites
On the second day, God's boss wanted a demo, and tried to read Dinner — PWC
the bit_. This being volatile memory, the bit reverted to a 0. And Nov 4 Auditing SAP Basis Turnip Rose
the universe wasn't. God learned the importance of backups and
rqerr]nory rgfresn_, an(:] spent the rest of the day (and his first all- Dinner — Various Big 4
nighter) reinstalling the universe. Implementing IFRS
On the third day, the bit cried "Oh, Lord! If you exist, give me a Nov 20 1A Joint Meeting TBD
sign!" And God created rev. 2.0 of the bit, even better than the
original prototype. Dinner —ACFE
Those in Universe Marketing immediately realized that "new and Dec 9 Fraud Investigation Methodology Turnip Rose
improved" wouldn't do justice to such a grand and glorious
creation. And so it was dubbed the Most Significant Bit. Many Lunch o ]
bits followed, but only one was so honored. Jan 6 Business Continuity Planning TBD
pn_the fo_uft_h day, .GOd created a _si_rnple ALU with "add’ and Feb 3 All Day Training Event - Various TBD
logical shift' instructions. And the original bit discovered that by
p_erfc_)fr_mmg a smgledshlftdlnstrIL_Jctlgn,hlt gould becom(fe the Most Dinner - Panel Discussion
Signi _|tcant Bit. And God realized the importance of computer IT Audit Profession
security. Feb 25 Student Night TBD
On the fifth day, God created the first mid-life kicker, rev. 2.0 of
the ALU, with wonderful features, and said "Forget that add and Lunch
shift stuff. Go forth and multiply." And God saw that it was good. Auditing Network Parameter
On the sixth day, God got a bit overconfident, and invented Mar 3 Security TBD
pipelines, register hazards, optimizing compilers, and crosstalk, )
restart able instructions, micro interrupts, race conditions, and Dinner o
propagation delays. Historians have used this to convincingly Auditing Web-based Applications _
argue that the sixth day must have been a Monday. Apr 7 Nominations Begin Turnip Rose
On the seventh day, an engineering change introduced Windows
into the Uni d it hasn't worked right si anch
into the Universe, and it hasnt worked right since. May 5 Nominations are Announced TBD

Dinner
This article was added to LaughNet on Sunday 02 December, May 16 Annual Social TBD
2007.

Dinner

Jun 2 Elections & AGM Turnip Rose

A Note From the Editor

Well, 1 think that we are all off to a great start for the new chapter year. Interest continues in board activities. The more membership
involvement we have, the better. Please, never think that there are enough people involved in board activities. | continue to hope that we
will receive more input from the membership. | am well aware that we have some very experienced members who have a great deal of
knowledge to share. Have you ever considered writing and contributing an article? We would love to share your knowledge and experience
with your fellow members.

As for me, most of you are aware of my involvement with our chapter activities. I'm actually expanding my involvement to the national level.
Please come and look for me if you will be attending the ITGRC Conference in October where | will be delivering a presentation on control
frameworks. Unfortunately, | just learned that this conference has been fully booked and that there is a waiting list. However, if you have
already registered | hope to see you there.

Wish me luck! .
ISACA" IT Governance, Risk and

Warm regards, Compliance Conference
8-10 October 2008

Jennifer F. Alfafara Orlando, Florida, USA

Editor, InfOrange, Newsletter for the Orange County Chapter of ISACA
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The Evolving Fraud Landscape:
Proactive and Reactive Measures

Article Contributed by Sarah Liang, Senior Manager
Advisory Services
Ernst & Young LLP

The estimated cost of fraud is astounding.
According to the Association of Certified Fraud
Examiners (ACFE), US organizations lose 7% of
their annual revenues to fraud.! In recent years,
high profile financial reporting frauds have led to a
host of unfortunate consequences including the
demise of large companies, class action derivative
lawsuits, massive declines in shareholder value,
the incarceration of company executives and the
erosion of shareholder confidence in the capital
markets. As a result, companies are rethinking
how to deal with fraud risk.

For decades, company executives who found
themselves in the middle of a corporate fraud
investigation often recognized where, when and
why  mistakes were made. They also
acknowledged the need for more proactive
measures to avoid similar issues. However,
multiple business issues including cost concerns,
resources and other priorities, often made those
acknowledgements and efforts short-lived.

However, in recent years, increased regulatory
requirements, legal actions and news of significant
corporate scandals have lead many companies to
evaluate and take action in the areas of financial
reporting controls, internal controls, independence,
corporate governance and employee training.
Efforts to develop anti-fraud programs and more
effective corporate compliance programs are
increasingly a top priority at many companies.

Historically, companies have addressed fraud
measures as a reactive rather than a proactive
matter, usually taking the form of an investigation
into alleged fraud. Information from a

! The 2008 ACFE’s Report to the Nation on
Occupational Fraud & Abuse.

whistleblower, inquiry from regulatory agencies or
discoveries made by internal and external auditors
may all result in the initiation of an investigation.
The alleged fraud may range from a relatively
minor employee theft issue to the more serious
allegation of accounting fraud that may materially
impact the financial statements. Currently, matters
involving the credit crisis as well as the Foreign
Corrupt Practices Act (FCPA) are two significant
fraud risk areas that many companies are facing.

In addition to the obvious cost of legal and forensic
accounting fees incurred in an investigation,
companies often sustain intangible losses that are
far greater — a loss of investor confidence, low
employee morale, distraction from the company’s
core mission and tarnished reputation just to name
a few. Companies may be better served focusing
on how to prevent such costly disruptions to their
business. All too often, investigations reveal
weaknesses in internal controls, lack of corporate
policies, inadequate employee training programs
and other shortcomings that allowed the fraud to
occur. Taking preventative measures to identify
these areas of risk and taking action to mitigate
the risk prior to a fraud being committed is a much
more cost effective approach.

Further, numerous regulations and guidance have
also placed greater emphasis on the need for
companies to implement a fraud risk management
program or anti-fraud program to effectively
address the risk of fraud. The Sarbanes-Oxley Act
of 2002 (SOX), the US Federal Sentencing
Guidelines of 2005, US Public Company
Accounting Oversight Board’s Auditing Standard
No. 5 “An Audit of Internal Control Over Financial
Reporting That Is Integrated with An Audit of
Financial Statements”, and the FCPA are some
examples of laws and guidance that outline
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management and Boards of Directors’
responsibility around fraud risks. It is clear that the
war on fraud has led to a shift in the landscape
from one that is primarily event-driven to one
where companies are taking practical steps to help
mitigate potential fraud risks before an event
occurs. .

Companies increasingly have realized that their
SOX compliance activites do not effectively
address the risk of fraud. SOX compliance often
focuses only on internal controls over financial
reporting and can sometimes fail to include other
categories of fraud such as corruption and
misappropriation of assets. In addition, most
companies have not implemented a fraud risk
management program that adequately addresses
their concerns about fraud. Companies that have
been on the reactive side of fraud have realized
that a fraud investigation is extremely distracting,
significantly expensive and creates unwanted
exposure.

Developing an anti-fraud program

More companies are implementing fraud risk
management programs to more effectively
address fraud. These programs can be tailored to
meet business goals, company size and other
individualized circumstances. A successful fraud
risk management program typically involves
setting the proper tone at the top, identifying and
implementing proactive measures and establishing
clear protocols for reacting to fraud.

Establishing a code of ethics and clearly
communicating expectations is an important first
step in building a foundation for any risk mitigation
program. It is important to promote honest and
ethical conduct and encourage employees to
report suspicious activity or policy violations in a
confidential manner. Policies should be
communicated in writing and clearly describe
company procedures relating to fraud. A
whistleblower hotline can help bolster the program
and training should further clarify policies and
teach employees how to report suspicious activity.
Finally, disciplinary action should be taken when
fraudulent activity is identified.

Next, a thorough assessment of fraud risks should
be conducted. Geography, business goals and
industry issues should be considered. Risks can
then be ranked by the likelihood and significance
based on several variables. A risk matrix should
be developed to capture both the entity and
business process controls mitigating the identified
significant fraud risks. The risk matrix should also
include the development of a plan and the policies
and procedures to address the most significant
risks. Once the framework is developed,
companies should perform a self-diagnostic of the
current anti-fraud environment to assess whether
each element within the framework has been
properly implemented. A gap analysis can
enhance the key program components by
evaluating both the design and operating
effectiveness of those components. The last stage
requires monitoring the effectiveness of the
program by periodically testing the components.

Even when companies take proactive steps, fraud
or allegations of fraud may still arise. Therefore a
fraud response plan is necessary. The plan can
define investigation protocols and necessary
action items and responses.

The implementation of an effective fraud risk
management program is critical to a company’s
success in its efforts to combat fraud. Proactive
measures can be much less costly for companies
relative to a fraud investigation which requires
considerable amount of a company’s time and
money. Although a fraud risk management
program does not provide 100% assurance that a
company can protect itself from fraud, it certainly
mitigates fraud risk and demonstrates strong
corporate governance.

From Compliance Week, September 2008
By Rich Corgel, Ernst & Young LLP
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President - Patty Schell
president@isacaoc.org

Vice President & Academic
Relations - Kent Kieffer
vicepresident@isacaoc.org

Treasurer - David Barton
treasurer@isacaoc.org

Secretary - Gary Treffry
secretary@isacaoc.org

Webmaster
Ray Gatchalian
webmaster@isacaoc.org

Special Projects
Araceli Jurado & Ayan Roy
projects@isacaoc.org

Education
Shabnam Jalakian
education@isacaoc.org

Student Advocate
Eru Egbuwoku
academic@isacaoc.org

Publicity & Jobs Posting
Albert Kim
publicity @isacaoc.org

Event Logistic Coordinator
Sanjeev Tak
events@isacaoc.org

Programs - Sarah Liang
programs@isacaoc.org

Membership

Jason James
membership@isacaoc.org
Marketing & Publications —
Jane Vong
marketing@isacaoc.org

Corporate Outreach
Salvador Sarabosing
corp@isacaoc.or

Newsletter Editor
Jennifer Alfafara
newsletter@isacaoc.org

Assistant Newsletter Editor
Tom Murray
newsletter@isacaoc.org

CISA Review - Fall
Mehul Joshi
cisareview@isacaoc.org

Annual Social Coordinator
Mariska Handoyo

Auditor
Tanuja Margai
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The Certified Information Systems Auditor (CISA) is ISACA’'s cornerstone certification. The CISA
certification has been earned by more than 60,000 professionals since inception and is for the IS audit,
control, assurance and/or security professionals who wish to set themselves apart from their peers. Since
1978, the CISA certification has been renowned as the globally recognized achievement for those who
control, monitor and assess an organization’s information technology and business systems.

Exam Date — December 13, 2008

The Certified Information Security Manager (CISM) certification is a unique management focused
certification that has been earned by over 9,000 professionals since its introduction in 2003. Unlike other
security certifications, CISM is for the individual who manages, designs, oversees and assesses an
enterprise's information security program. CISM defines the core competencies and international
performance standards that those who have information security management responsibilities must master.

Exam Date — December 13, 2008

The IT Governance certification is intended to recognize a wide range of professionals for their knowledge
and application of IT governance principles and practices. More than 200 CGEIT certificates have been
awarded. It is designed for professionals who have management, advisory, or assurance responsibilities as
defined by a "job practice” consisting of IT governance related tasks and knowledge. Earning this
designation will enable professionals to respond to the growing business demand for a comprehensive IT
governance program that defines responsibility and accountability across the entire enterprise.

Exam Date — December 13, 2008

September 17, 2008
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The successful candidate will have five years audit experience in the financial services, mortgage banking or a
related industry utilizing internal control concepts and audit techniques. In this role, ideal candidate will be
responsible for planning, analyzing and performing audits of departments or other functional units as well as
coordinating the SOX testing plan and performing SOX testing.

Responsibilities include maintaining high proficiency and professionalism in all audit duties, including the
development of audit risk assessments, audit procedures and workpaper documentation within established time
frames to meet department goals. The ideal candidate must possess excellent interpersonal, organizational, and
written communication skills

The position requires a high degree of confidentiality and professionalism. An Accounting / Finance / Business
degree is required. Must hold or be willing to pursue a related professional certification(s) such as a Certified
Internal Auditor, Certified Information Systems Auditor, Certified Public Accountant, Certified Bank Auditor, Certified
Financial Services Auditor.

We offer a competitive salary and benefits package, including medical, dental, vision, and life insurance. Other
benefits include: 401(k), ESOP and Tuition Reimbursement. Interested candidates may visit our website at:
www.myprovident.com, e-mail us at: jcowherd@myprovident.com, or fax us at: (951) 786-4725.

Provident Bank
3756 Central Avenue
Riverside, CA 92506

(951) - 786-8910
(951) 786-4725 — Fax
e-mail: resumes@myprovident.com
website: www.myprovident.com
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Conference Spotlight

Network Security Conference and

Information Security Management N
Conference
10-12 November 2008 SE)(N:!!BEINI!

Amsterdam, The Netherlands

The 2008 Network Security Conference and the Information
Security Management Conference offer attendees the opportunity
to register for one conference while attending sessions from two.

The 10" annual Network Security Conference
will cover physical security issues, web security
environments, application security, hacking
concepts and tools, intrusion detection and
prevention systems, wireless network security,
and database security.

The fifth annual Information Security Management Conference will
cover information security management issues, including
information security governance, risk management, emerging
threats, information security program management, response
management and security policies. Experienced professionals, as
well as new or aspiring Certified Information Security Manager®
(CISM®) holders, will find great value in this conference.

For more informaton and to register, please visit
WWW.isaca.org/nsc or www.isaca.org/infosecurity.

Future Conferences and Training Weeks
Upcoming events are noted in the Calendar of Events.
Other future 2008 events to keep in mind include:
4-5 December 2008—IT Controls for Sarbanes-Oxley: The
Symposium, Dallas, Texas, USA
8-12 December 2008—ISACA Training Week, New Orleans,
Louisiana, USA

Certification Update

July Certifications

In July 2008, 259 CISA, 40 CISM and
126 Certified in the Governance of
Enterprise IT™ (CGEIT™) candidates
were awarded certification.

December Exam Registration

and Changes

The final registration deadline for the 13
December 2008 CISA, CISM and
CGEIT exams is 24 September.

- el lm

CERTIFIED [N THE GOVERNANCE
OF ENTERPRISE T ™

Calendar of Events

Dates of conferences/events are indicated in RED; other dates

and deadlines are indicated in BLACK.

September

17 September ............ Early-bird registration deadline for
the Network Security Conference
and Information Security
Management Conference in
Amsterdam, The Netherlands

22-26 September........ ISACA Training Week, Washington
DC, USA

24 September............. Final registration deadline for the
December CISA, CISM and CGEIT
exams

30 September............. e-Symposium on audit and
compliance challenges

October

1 October.......cccoceeeen. Early-bird registration deadline for
the Training Week in New Orleans,
Louisiana, USA

8-10 October............... IT Governance, Risk and
Compliance Conference , Orlando,
Florida, USA

13-17 October............. ISACA Training Week , Anaheim,
California, USA

27-28 October............. IT Governance Forum , IT Audit
Management Forum , and
Information Security Management
Forum, Scottsdale, Arizona, USA

November

3-7 November... ......... ISACA Training Week , Chicago,
lllinois, USA

10-12 November......... Network Security Conference and
Information Security Management
Conference , Amsterdam, The
Netherlands

12 November .............. IT Control Objectives for Basel Il
Symposium , Zurich, Switzerland

13-14 November......... IT Audit Management Forum

Zurich, Switzerland
Security Management Forum , Scottsdale, Arizona, USA

To view details on the exams, please visit www.isaca.org/cisaboi,
Www.isaca.org/cismboi or www.isaca.org/cgeitboi.

Registration is available at www.isaca.org/examreg.

For those already registered, changes to registration information,
such as exam site or language, are free through 10 October 2008.
US $50 will be charged for all changes to exam registrations
received between

September 17, 2008
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11 October and 17 October 2008. No changes will be accepted
after 17 October 2008. Candidates should contact
exam@isaca.org with any gquestions or exam change requests.

Candidates unable to take the exam can request a deferral of their
registration fees to the next exam date. Deferral requests received
on or before 17 October 2008 will be charged a US $50
processing fee. From

18 October through 26 November 2008, a US $100 fee will be
charged. Please direct candidates to www.isaca.org/examdefer for
further information.

CISA, CISM and CGEIT Exam Study Materials

Please remind members preparing for the CISA and CISM exams
of the all new, completely revised CISA
(www.isaca.org/cisabooks) and CISM (www.isaca.org/cismbooks)
study aids available at the ISACA Bookstore. Depending on the
publication, the latest editions are available in English, French,
Italian, Japanese and/or Spanish.

A list of references of key publications and periodicals, cross-
referenced by CGEIT domain, is available at
www.isaca.org/cgeitreferences to assist in study preparations for
CGEIT exam candidates.

Applications for Certification

Since the release of the June exam results, a large number of
applications have been received at International Headquarters.
Please remind exam passers that they are not certified until they
have submitted their application and received approval from
ISACA. The CISA, CISM and CGEIT designations may not be
used until the candidate has received approval of his/her
application from ISACA.

There are some CISA and CISM exam passers from the June
2004 exam who have not submitted their applications. Please
encourage these members to submit their applications if they
meet all of the requirements. If they do not apply within five years
of their exam date, their score becomes invalid. Applications can
be downloaded at WWW.isaca.org/cisaapp or
www.isaca.org/cismapp.

CISA and CISM Recruitment and Training

ISACA would like to thank its chapters and chapter leaders
for their continued support in promoting and offering CISA
and CISM review courses for exam candidates. For those
who participated in the complimentary review manual
program, ISACA would appreciate any feedback regarding
the content of the manual and course material. Please
send comments to Michele Luckman at
mluckman@isaca.org.

Annual Revocations

Those individuals whose CISA or CISM certifications were
revoked are nearing the 60-day deadline for appeal. Please
remind those whose certification has been revoked to
contact ISACA at certification@isaca.org before the end of
August.

Annual Certification Audit

For those who have been selected for the annual audit
of their 2007 CPE hours, the deadline for returning
support documentation will be 1 September 2008. For
guestions, please advise members to contact the
certification department at certification@isaca.org

September 17, 2008
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THE ORANGE COUNTY CHAPTER OF THE INFORMATION SYSTEMS AUDIT AND CONTROL ASSOCIATION

TUESDAY, OCTOBER 7,2008
NooN —-1:00pPm
(CHECK-IN AT 11:30am)

Lunch and Learn (One CPE)

Topic: Continuous Controls Monitoring

Speaker: Peter Marinic
Senior Manager, Advisory Services
Ernst & Young LLP

Payments made at the door

Members with RSVP- $30
Late walk-ins and Non-Members - $35

Students and Professors - $10 (First time FREE but  reservations are still required)
Make checks payable to Orange County Chapter ISACA

To register for this meeting, please send an email to reqistration@isacaoc.org with the date of the event as the
subject. Please include your first and last name, organization, and job title information in the email

Registration Deadline is Friday October 3, 2008
Payments can be made on the day of the meeting. We  regret we cannot accept credit card or late paymen  ts.

**N EW LOCAT'ON** Directions to The Hilton Suites Anaheim/Orange:

@ From South Orange County: Take I-5 N. to State College Blvd and turn right. Make a
Hilton left hand turn onto Orange Center Dr. The Hotel is located on the left hand side.
Travel should take you places’ $ $
. . #1 1 # %% !
Hilton Suites
Anaheim/Orange
400 (,\)l State gzllgeggfsglvd. #1& % Take I-5 S. to State College Blvd and turn left. Make a left hand
range, turn onto Orange Center Dr. The Hotel is located on the left hand side.
(866)538-6194
September 17, 2008 Page 12
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