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THE NEWSLETTER OF THE ORANGE COUNTY CHAPTER

INFORMATION SYSTEMSAUDIT AND CONTROLASSOCIATION

Topic : FRCP Rules and their Practical Effects
Effective Strategies for conducting eDiscovery . This discussion will
cover the legal requirements and implications of eDiscovery laws and
some useful strategies you can deploy to help your organization address
storage and impacts of electronic data within your organization.

In this issue ...
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I. Key eDiscovery Rules
a. FRCP
b. Case Law
c. California Approach
11. Working with Electronically Stored Information (ESI ) % #/! &0"1
a. Data Map Creation
b. Implementing Litigation Holds #2," % #3
c. Early Case Assessment Checklists 4 vy # o
d. Working with IT '
e. Documenting Data Collection Efforts 5" (

lll. Reviewing ESI for Responsiveness 7# 8%55%$885 3
a. Document Review Strategies 52 "2 (#

b. Minimizing Document Review Costs
8%5 9#+ " (

IV. Managing ESI Productions Tyt
a. Production Formats $# #( /o

b. Tracking Logging Efforts

Our Speaker: Jacques Nack Ngue

Founder and Managing Partner We will be meeting at the Turnip

eClaris, LLC Rose at 4 - 6pm

Jacques Nack Ngue has almost a decade of Check in begins at 3:30 AM

experience in complex network infrastructure,

database design and software development. He is To register for this meeting, please send

a former project manager on multi-national cases for an email to reqgistration@isacaoc.org

—— both AmLaw 200 law firms and Fortune 500 with the date of the event as the subject.
companies, has been on the cutting edge of eDiscovery developments Please include your first and last name
and is an emerging industry leader. organization, and job title information in
the email.

Nack Ngue developed and wrote CaseSafe, a document repository
software for complex litigation and a component of the eClaris eDiscovery
platforms. He is fluent in six languages, including French and German,
and is a member of the Information System Audit and Control Association.
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Dear Members:

in terms of its potential.

While the past few months of economic turbulence have been difficult for many, it is
important to stay positive, to believe that better times will come soon and to look at life

We are fast approaching Thanksgiving and it seems fitting to reflect on our blessings
and on the true meaning of happiness. So, let’s reflect...what makes you happy? What
are you truly thankful for? Regardless of your circumstances, | am sure your loved ones
are at the very top of your list and rightfully so. Well, this is the time of year to be
thankful for those people who inspire you to be a better person, who fill your heart with

joy and laughter. 1 urge you to be thankful for those who believe in you, who are by your side through thick

and thin and who will love you just the way you are. Be
thankful for the many opportunities you have had so far,
for your achievements and the lessons of your life.
Trust me, circumstances can change and will change
and we all have a responsibility to succeed. Remember
that YOU are a driver of change, of hope, of happiness
and that greatness comes from within.

I am thankful for so much, yet when it comes down to
the ISACA Orange County Chapter, | am thankful for
the opportunity to lead our Chapter and for the
unwavering support of our leadership team. The
commitment of our leadership team fuels my passion to
achieve and makes our chapter dynamic, enthusiastic,
bigger and better. | am especially grateful for David
Barton, Jason James, Jane Vong, Araceli Jurado,
Sanjeev Tak and Sarah Liang for their efforts over the
past few months have been significant and have
contributed to the achievement of important events and
planned initiatives.

Thank you for participating in our events, for
volunteering your time, for sharing your knowledge and
for helping make our Chapter the place other IT security
and controls professionals ought to be. On behalf of the
ISACA Orange County Chapter, we would like to wish
you a bountiful and wonderful Thanksgiving.

Best,

Patty Schell, CPA, CISA
ISACA Orange County, President

New Members

Edward Waters Ray, Jr
Thomas McAleer Donohue
Stephanie C. Ngan
Neema Tabar
Jae You
Alan McGehee
Barbara R. Guerin
Christopher Lee
Lisa Renee Pettifer
Michael Guerin
Patrick Demski
Liza Gazmen
Steve Chung
Eric Wilson
Dr. Scott A. Wells
Tom Jacobsen
Colin Michael Israel
Kenji Maeda
Sarah Bemus
Robert Kain
Diosdado A. Nacion, Jr.
Kevin T. Wilson
Nick Schrunk
David Gerendas
Carl Gibson
Alec Lu
Omar Amin
Kristian Hermansen
Thomas Angeles
Rajendra Kasturi
Patrick Assaf

Transfers to our
Chapter

M. Rod Deluhery
David Hyunhee Cho
Khoa Dang Le
Alex J. Choi
Manh Cuong Nguyen
Christopher Nott
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Computer Humor

Here's an easy game to play.
Here's an easy thing to say.

If a packet hits a pocket on a socket on a port,

And the bus is interrupted as a very last resort,

And the address of the memory makes your floppy disk abort,
Then the socket packet pocket has an error to report!

If your cursor finds a menu item followed by a dash,

And the double-clicking icon puts your window in the trash,
And your data is corrupted 'cause the index doesn't hash,
Then the situation's hopeless and your system's gonna crash!

You can't say this?
What a shame sir!
We'll find you; Another game sir.

If the label on the cable on the table at your house,

Says the network is connected to the button on your mouse,
But your packets want to tunnel on another protocal,

That's repeatedly rejected by the printer down the hall,

And your screen is all distorted by the side effects of gauss,
So your icons in the window are as wavy as a souse,

Then you may as well reboot and go out with a bang,
'Cause as sure as I'm a poet the systems’ gonna hang!

When the copy of your floppy's getting sloppy on the disk,

And the microde instructions cause unnecessary risk,
Then you have to flash your memory and you'll want to
RAM your ROM.

Quickly turn off the computer and be sure to tell your boss!

Orange County Chapter Event Calendar
(Mark your calendars, more information will be posted in future
newsletters and on the web site.)

Date

Topic & Speaker

Details
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President
Patty Schell Programs

president@isacaoc.org Sarah |—|an_9
programs@isacaoc.org

Vice President & Academic

Relations Membership

Kent Kieffer Jason James
vicepresident@isacaoc.org membership@isacaoc.org

Treasurer
David Barton
treasurer@isacaoc.or

Marketing & Publications
Jane Vong
marketing@isacaoc.org

Secretary
Gary Treffry
secretary@isacaoc.org

$$

Webmaster Corporate Outreach
Ray Gatchalian Salvador Sarabosing
webmaster@isacaoc.org corp@isacaoc.or

Special Projects Newsletter Editor

Araceli Jurado & Ayan Roy Jennifer Alfafara
projects@isacaoc.org newsletter@isacaoc.org

Education Assistant Newsletter Editor

Shabnam Jalakian Tom Murray
education@isacaoc.org newsletter@isacaoc.org

Student Advocate CISA Review - Fall
Eru Egbuwoku Mehul Joshi
academic@isacaoc.org cisareview@isacaoc.org

Event Logistic Coordinator
Sanjeev Tak
registration@isacaoc.org

Publicity & Jobs Posting
publicity @isacaoc.org

Auditor
Tanuja Margai
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The Certified Information Systems Auditor (CISA) is ISACA's cornerstone certification. The CISA
certification has been earned by more than 60,000 professionals since inception and is for the IS audit,
control, assurance and/or security professionals who wish to set themselves apart from their peers. Since
1978, the CISA certification has been renowned as the globally recognized achievement for those who
control, monitor and assess an organization’s information technology and business systems.

CISA@

Exam Date — December 13, 2008

The Certified Information Security Manager (CISM) certification is a unique management focused
certification that has been earned by over 9,000 professionals since its introduction in 2003. Unlike other
ISM security certifications, CISM is for the individual who manages, designs, oversees and assesses an
enterprise's information security program. CISM defines the core competencies and international
__!" performance standards that those who have information security management responsibilities must
master.

Exam Date — December 13, 2008

The IT Governance certification is intended to recognize a wide range of professionals for their
knowledge and application of IT governance principles and practices. More than 200 CGEIT certificates

have been awarded. It is designed for professionals who have management, advisory, or assurance
i. responsibilities as defined by a "job practice” consisting of IT governance related tasks and knowledge.
Coxmysn i Govizy Earning this designation will enable professionals to respond to the growing business demand for a
comprehensive IT governance program that defines responsibility and accountability across the entire
enterprise.

Exam Date — December 13, 2008
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Cheryl Moersen CISA is a Partner in the Advisory Services practicErast & Young with more
than 20 years of information technology audit, assurance, amsbadexperience. Cheryl served
as the Technology and Security Risk Services Leader foPdkiic South West Area for eight
years. She is responsible for the integration, qualitynasmthgement of IT assurance and advisory
services provided to many Ernst & Young's clients. Ebgperience includes IT financial audit
integration, third-party reporting services (SAS70 auditsfprmation technology process and
effectiveness, application controls and security, informagicurity, information management and
analytics, internal IT audit services, and program adyiservices. Cheryl is an IFRS champion
for the Pacific Southwest area. Prior to joining Ernstdung 15 years ago, Cheryl worked in the
financial services industry for in an internal audit managgmole, where she was responsible for
directing and providing IT internal audit services.
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An excerpt from the...

ExpressLine

—HSACA
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A Monthly Newsletter for the Leadership of ISACA®

Conference Spotlight

IT Controls for Sarbanes-Oxley:

The Symposium

4-5 December 2008

Dallas, Texas, USA

The Symposium is designed to explore new ways to leverage the
work and resources of compliance projects, identify industry-
accepted practices and common compliance pitfalls, and teach
attendees how to implement critical IT controls without destroying
bottom-line performance. For more information and to register,
please visit www.isaca.org/soxsymposium.

Bookstore Update

The Certified Information Systems Auditor™ (CISA®) and Certified
Information Security Manager® (CISM®) study aids published by
ISACA are available for 2009 exam preparation, as is the primary
reference list of materials for 2009 Certified in the Governance of
Enterprise IT™ (CGEIT™) exam preparation. Ordering details are
available at www.isaca.org/bookstore. Contact the Bookstore at
1.847.660.5650 or e-mail bookstore@isaca.org.

2009 CISA Exam Study Material

(See www.isaca.org/cisabooks or www.isaca.org/nonenglishbooks

for details.)

. CISA® Review Manual 2009 (available in English, French,
Italian, Japanese and Spanish)

. CISA® Review Questions, Answers & Explanations Manual
2009 Supplement (100 questions; available in English, French,
Italian, Japanese and Spanish)

. CISA® Review Questions, Answers & Explanations Manual
2008 (600 questions; available in English, Italian, Japanese and
Spanish)

. CISA® Review Questions, Answers & Explanations Manual
2008 Supplement (100 questions; available in English, French,
Italian, Japanese and Spanish)

- CISA” Practice Question Database v9 (800 questions—CD-
ROM or web download; available in English and Spanish)

2009 CISM Exam Study Material

(See www.isaca.org/cismbooks or

www.isaca.org/nonenglishbooks for details.)

- CISM” Review Manual 2009 (available in English, Japanese
and Spanish)

. CISM® Review Questions, Answers & Explanations Manual
2009 (450 questions; available in English, Japanese and
Spanish)

. CISM® Review Questions, Answers & Explanations Manual
2009 Supplement (100 questions; available in English,
Japanese and Spanish)

. CISM" Practice Question Database v9 (550 questions—CD-
ROM or web download; available in English only)

2009 CGEIT Exam Reference Material
(See www.isaca.org/cgeitbooks or www.isaca.org/cgeitreferences
for details.

Calendar of Events

Dates of conferences/events are indicated in RED; other dates

and deadlines are indicated in BLACK.

November

20 November .............. Articles due for consideration for
publication in volume 2, 2009, of
ISACA Journal

December

4 December ................ Articles due for consideration for
publication in volume 1, 2009, of
CosIT Focus

4-5 December... ......... IT Controls for Sarbanes-Oxley:
The Symposium , Dallas, Texas,
USA

8-12 December........... ISACA Training Week , New
Orleans, Louisiana, USA

10 December .............. Early-bird registration deadline for
the Asia-Pacific CACS conference,
Kyoto, Japan

13 December .............. CISA, CISM and CGEIT exams held
worldwide

17 December .............. Early-bird registration deadline for
the ISACA Training Week, Houston,
Texas, USA

31 December.............. Deadline for submission of CGEIT
grandfathering application

January

14 January .........cce..... Early-bird registration deadline for
the Information Security Conference
Latin America

20 November .............. Articles due for consideration for
publication in volume 3, 2009, of
ISACA Journal

28 January ..........c.c..... Early-bird registration deadline for
the ISACA Training Week,

Nashville, Tennessee, USA
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CISA®
2008 CISA REVIEW COURSE

Sponsored By: ISACA Orange County Chapter
Location: Wachovia, 23 Pasteur, Irvine, CA

The CISA Review Training Course will be offered over a 3 Saturdays (8 AM - 5 PM) on November 15,
November 22 and December 6, 2008. The examination will be held on December 13, 2008.

Pre-register online here at events@isacaoc.org.

Registration and payment must be received on or before on November 12, 2008. Checks should be written to
ISACA OC and can be mailed to:

ISACA Orange County
C/O David Barton
611 Anton Blvd. Suite 110
Irvine, CA 92626

ISACA Member Non ISACA Member
Training Fee* $150.00 $200.00

* Materials, breakfast & lunch will be provided.

Instructors' Profile

All instructors are CISA certified, and training will be coordinated and managed by Shabnam Jalakian, ISACA Orange
County, Director of Education.

The course includes a review of the following subjects as required by the CISA Examination:

Date Subject
Nov 15 AM IS audit process
Nov 15 PM IT Governance
Nov 22 AM Systems and Infrastructure Life Cycle
Nov 22 PM Protection of Information Assets
Dec 6 AM Business Continuity and Disaster Recovery
Dec 6 PM IT Services Delivery and Support
November 18, 2008 Page 8
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THE ORANGE COUNTY CHAPTER OF THE INFORMATION SYSTEMS AUDIT AND CONTROL ASSOCIATION

WEDNESDAY, DECEMBER 9, 2008
4:00-6:00PM (CHECK-IN AT 3:30PM)
Dinner — 6:00PM

Topic: FRCP Rules and their Practical Effect

Speaker: Jacques Nack Ngue
Founder & Managing Partner
eClaris LLC

Payments made at the door:
Members/Affiliate Organizations - $30
Non-Members - $35 Late/ Walk-ins - $5 Additional Fe e
Students and Professors - $10 (First time FREE but  reservations are still required)
Make checks payable to Orange County Chapter ISACA

To register for this meeting, please send an email to reqistration@isacaoc.org with the date of the event as the
subject. Please include your first and last name, organization, and job title information in the email

Registration Deadline is December 5, 2008
Payments can be made on the day of the meeting. We  regret we cannot accept credit card or late paymen  ts.

Directions to The Turnip Rose/Orange County Chapter Meeting:
From the South OC. Take I-5 N towards Los Angels. Take the CHAPMAN AVE

Orange County Conference Center
300 South Flower Street
City of Orange, CA 92868
(714) 978-7021
4:00pm Presentation
6:00 Dinner and Chapter Meeting

exit. (The CHAPMAN near Anaheim Stadium, not the one in Fullerton!!) Turn right
on CHAPMAN AVE. Turn RIGHT onto S FLOWER ST.

From Los Angeles. Take I-5 S towards Santa Ana. Take the THE CITY DR (Exit
107C) exit towards STATE COLLEGE BLVD. Turn RIGHT onto the City Drive
South. Turn LEFT onto W CHAPMAN AVE. Turn RIGHT onto S FLOWER ST.

Go down a few blocks to the Orange County Conference Center on the right. The
Turnip Rose is the name of the meeting room facility (the food is great!) There is
plenty of parking at the rear of the complex.
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